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tor browser bundle explain english translation 



tor browser bundle explain 



Al-salam alycom wa rahmat Allah wa barakatoh 
how are you brothers and sisters 
we will explain how do we make our browser more secure with tor 
and we will spilt this subject in many steps 
we will start with Allah help 

first step 

Download tor browser from tor project website 
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we enter tor project website 



http://www.torproject.org / 



.This image has been resized. Click this bar to view the full image. The original image is sized 791x402 r 




Home 



About Tor 



Documentation Projects 



Pre 



Anonymity Online 

Protect your privacy. Defend yourself 
against network surveillance and traffic 
analysis. * M 



Download Tor® 




♦ Tor prevents anyone from 
learning your location or 
browsing habits. 

+■ Tor is for web browsers, 
instant messaging clients, 
remote logins, and more. 

+■ Tor is free and open 
source for Windows, Mac, 
Linux/Unix, and Android 



Who Uses To 



Family 

People I 
Tor to pr 
children 




the Internet. 




< 



Busini 

Busines 
cornpetr 
strategie 
internal accountability. 

> 



.This image has been resized. Click this bar to view the full image. The original image is sized 791x402 • 

...then please dont just install it and go on. You need to change some ot your habits, and reconfigure your 
software! Tor by itself is A/OTsW you need to maintain your anonymity. Read the full list of warnings . 



Tor Browser Bundle 



The Tor Browser Bundle contains everything you need to safely browse the 
Internet. This package requires no installation. Just extract it ana run. Learn 
more & other languages » 



Windows 7 . iYht a. XP (sjg) 

0 

X Intel 



Apple OS X 



(m) 



Donate to Tor 



One-time Donation 



W Donate ^ 

Other donation options. 



GNU/Linux iSSG (sjg) 

Looking for something else? View All Downloads . 



To keep informed of security advisories and new stable releases, subscribe to the tor-announce mailing list . You can 

also watch the list's RS5 feed . 

Interested in learninq more about Tor in qeneral? 

< 



► Ap 

► Lir 

► Sr 

► Sc i 



w 

lm 

The; 
allov 
dow 
The 
imp4 



.This image has been resized. Click this bar to view the full image. The original image is sized 758x386 • 
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...then please don't just install it and go on. You need to change sorne~ot your habits, and reconfigure your 
software! Tor by itself is JVOTsW you need to maintain your anonymity. Read the full list of warnings . 



Download File Info 



sun 



Tor Brow 



The Tor Browse 

Internet. This pai 
more & other Ian 



Windows 7. Vist 



Apple OS X Intel 



URL ; : // w ww . torpro ject . org/dist/torbro wser/tor-bro w£er-2 . 2 . 37- 1 _en-U5 . exe 
Category 



Programs 



30 



5ave As 



My Documents\Downloads\Prograrins\tor-browser-2,2,37-l_en-L v | [,,, ] 



I I Remember this path for "Programs" category 



22.64 MB 



Description 



Download Later 



5tart 


r^wnload 







Cancel 



Other donation options. 



GNU/Linux iG8G (sig) 

Looking for something else? View All Downloads . 



To keep informed of security advisories and new stable releases, subscribe to the tor-announce mailing list . You can 
also watch the list's RSS feed . 

IntprpQtprl in Iparninn rnnrp ahnnt Tnr in npnpral? 



tor-browser-2.2.37-1 en-US.exe 



□EOT 



Download status Speed Limiter Options on completion 



https: //www. torproject. org/dist/torbrowser/tor-browser-2. 2. 37-1 _en-U S . exe 
Status Receiving data... 

File size 22.G43 MB 

Downloaded 1.780 MB (7.86%) 

Transfer rate 16.177 KB /sec 

Time left 12min38sec 
Resume capability Yes 



<< Hide details 



Pause 



Cancel 



H I I 



Start positions and download progress by connections 



T 



L 



In. 


Downloaded 


Info 


A. 


1 


480.000 KB 


Receiving data... 




2 


203.125 KB 


Receiving data... 




3 


117,187 KB 


Receiving data,,, 




4 


195.312 KB 


Receiving data... 




5 


179.687 KB 


Receiving data... 




6 


78.125 KB 


Receiving data... 




7 


109.375 KB 


Receiving data... 

rv_ :. .: J _ l _ 


v 



r 






□ 


X 


j^aidl pj 
/ OA W.t"*r> we >A.W JUwti) 






Ulgjjtll 










httpsi//www.toirproj«tofg/<*^wta^ 




4LU^ uLLoJI hit* fiii 






















Open 




Open With... Of^n folder 


Close 




□ Dont show this dialog again 







\ 
1 

Tl 
al 
di 
Tl 
in 



secend step 
Run tor browser 



we extract tor browser 
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Hz 



7-Zip self -extracting archive ^ 



Extract to: 



E : \fadiikalde\D OAinbwfeNPiogiamsS 





21% Extracting 




we run tor browesr 



tor-browser-2. 2. 32-4_en-US.exe 
7zSFX 
Igor Pavlov 
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Vidalia Control Panel 



Status 

Loading network. st v 



Vidalia Shortcut* 



® 



Stop Tot 



view the Netwert 



Setup Relaying 



Use a New Identity 



B, Bandwidth Graph |> Help 0 About 

[=J Message Log y 5e»trQ$ Exit 



^ Show this winoVav on startup 



Hide 



Vidalia Control Panel 



Status 



4 



Zomectedto Lhe Tor network! 



Vidalia Shortcut? 



® 



Stop Tqi 



View the Netwwk 



SetMP Relaying 



± 



Use a New Identity 



H, Bandwidth Graph 0 Help ^ About 
I = . Message Log / S«*rngs Exit 



* Show this window on startup 



Set up a relay and help t-? o'l ; 



Hide 



the browser is open and tell us 
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we are use tor 



.This image has been resized. Click this bar to view the full image. The original image is sized 796x458 ■ 



Congratulations. Your browser is configured to use 

Tor. 



Please refer to the Tor website for further i nforrnati on about usi ng Tor safely. You are now free to browse the Internet 

anonymously. 



Add it i ona.1 inf o imat i on : 
Your IP address appears to be: 173.254.192.37 
This small script is powered by t or dnsel 
YoTi may al so be interested in the Tor Bui k Ere it Li st E::p ■:■ rt e r 

Tbis server does not log ^ziy inf o rmat i on about visitors. 



Tbis page is also available in tbe following languages: 



( Arab iy_aj Burmese cesky dansk D eut s cb EAArj_v_iK_a (Ellinika) Engl ish espanol Estonian Far s i suomi f r ancais Ital iano 
HeI fNlhonqo] norsk (bokmal j ffeder 1 ands pol sk i Fortugues Fortugues do Erasil r omana. PyccEHH (Fusskij) Thai Turkqe 

yupaiHcaga (ukrajins 'ha) Vietnamese ( ] 



third step 

Preparation tor browser for secured using 



we go to setting from vidalia interface 



Vidalia Control Panel 



Status 



US 



Connected to tre Tot network! 



Vidalia Shortcut'; 



® 



Step Tot 



view the iwiwcrk 



Setup Relaying 



Use a New Identity 



Mf Bandwidth Graph *> Hefc O About 

| _ | Message Log 



* Srrow this window on stai:u> 



Hide 
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X Settings 



General 



0 



Network Sharing Services Appearance Advanced 



Help 



Start Vidalia when my system starts 



30^ 



Tor 



V Start the Tor software when Vidalia starts 



.\App\tor.exe 



Browse 



■ Proxy Application (optional) — 

Start a proxy application when Tor starts 



Proxy Application Arguments: 



Browse 



we make the options as in this picture 



'OK 



Cancel 



jHJ Settings 



□0® 




nT , . , j . . _ we put a true mark in 

I use a proxy to access the Internet I 

vL MffSP blocks connections to the Tor network 
Bfgge Settings 

Add a Bridge: 



Find Bridges Now How else can I find bridges? 



D 



Cancel 



we enter tor bridge page 



https://bridges.torproject.org / 



.This image has been resized. Click this bar to view the full image. The original image is sized 800x172 \ 
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Here are your bridge relays: 

bridge 212.30.195.50:9001 
bridge 209.176.111.39:993 
bridge 2 17.150.231.35:443 

Bridge relays (or "bridges" for short) are Tor relays that aren't listed in the main directory. Since there is no 
complete public list of them, even if your ISP is filtering connections to all the known Tor relays, they probably won't 
be able to block all the bridges. 



4 bridges 



copy the line of bridge and paste it in previous interface 



Here are your bridge relays: 



bridge 212.30.195.50:9001 
bridge 209.176.111.39:993 



bridge 217.150.231.35:44 




Bridge relays (or "bridges" f 
complete public list of them, 
be able to block all the bridg 

To use the above lines, go tc 
network". Then add each bri 


Copy 


Self 




Search Google for "bridge 217.150...." 
View Selection Source 


Switch Page Direction 
S/.NoScript ► 



ions to 



and die 



X Settings 










BE* 


X 






t 


11 0 






General 


Network 


Sharing 


Services 


Appearance Advanced 


Help 





J I use a proxy to access the Internet 

. My firewall only lets rne connect to certain ports 
•J My ISP blocks connections to the Tor network 
Bridge Settings 

Add a Bridge: 









Undo 


Ctrl+Z 










Redo 


Ctrl+Y 






Cut 


Ctrl+X 






Copy 








Paste 


Ctrl+V 














Select All 


Ctrl+A 






Insert Unicode control character * 




Find Bridges Now 


How else can I find bridges? 



D 







Jj^ Cancel 
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X Settings 




















0 r 


e 




General 


Network 


Sharing 


Services 


Appearance Advanced 


Help 





J I use a proxy to access the Internet 

J My firewall only lets me connect to certain ports 

V My I5P blocks connections to the Tor network 
Bridge Settings 

Add a Bridge: 



bridge 2 17. 150.231 .35:443| 



Find Bridges Now How else can I find bridges? 



D 



'OK 



Cancel 



Settings 




Sharing Services Appearance Advanced 



B 

Help 



I I use a proxy to access the Internet 

| My firewall only lets rne connect to certain ports 

^ My ISP blocks connections to the Tor network 

Bridge Settings 

Add a Bridge: 



217.150.231.35:443 



Find Bridges Now How else can I find bridges? 



SB 



Jl 



D 



'OK 



Cancel 



this bridge is put we do the same with other 
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X Settings 



General 



0 




Network 


Sharing 



Services Appearance Advanced 



Help 



I use a proxy to access the Internet 

My firewall only lets me connect to certain ports 

y 1 My I5P blocks connections to the Tor network 
Bridge Settings — 

Add a Bridge: 



217.150.231.35:443 
209.176.111.39:993 
212.30.195.50:9001 



Find Bridges Now How else can I find bridges? 



D 



'OK 



Cancel 



X Settings 














t 


EH 




General Network 




Services 


Appearance Advanced 


Help 



• Run as a client only 

Relay traffic for the Tor network 

Help censored users reach the Tor network What's this? 



we make the options as in 
this picture 



if OK 




Cancel 
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X Settings 












□d3 


General Network 


Sharing 


Services 


U 

Appearance 


•it tt 
Ad^jp 


$ 

Help 



- Tor Control 



Use TCP connection (ControlPort) 



Address: 



127.0.0.1 



9051 



Configure ControlPort automatically 
Use Unix domain socket (ControlSocket) 



Path: 

Authentication: 



Password 



•J Randomly Generate 



Browse 



- Tor Configuration File • 



.\Data\Tor\torrc 



Edit current torrc NOTE: this will edit the currently loaded torrc 



Browse 



Data Directory 



,\Data\Tor 



Browse 



'OK 



Cancel 



X Settings 



0 



_ 



t li 



Genera' Network Sharing Services Appearance Advanced Help 



• Tor Control 



Ulfn](x 




Use TCP connection (ControlPi 



Address: 



127.0.0.1 



9051 



yye remove a true mark ih 
Z\ this option 



Configure ControlPort automatically 
O Use Unix domain socket (ControlSocket) 



Path: 
Authentication: 



Browse 



Password 



Tor Configuration File 



v'V^Randornly Generate 



.\Data\Tor\torrc 



Browse 



Edit current torrc NOTE: this will edit the currently loaded torrc 



Data Directory 



,\Data\Tor 



Browse 



OK 



Cancel 



the interface as in this picture 
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X Settings 










En's] 














General Network 


Sharing 


Services Appearance 


Advanced 


Help 





Tor Control 



Use TCP connection (ControlPort) 



Address: 



127.0.0.1 



9051 



' Configure ControlPort automatically 
Use Unix domain socket (ControlSocket) 



Path: 
Authentication: 



Password 



Randomly Generate 



Browse 



Tor Configuration File 



.\Data\Tor\torrc 



Edit current torrc NOTE: this will edit the currently loaded torrc 



Browse 



Data Directory 



,\Data\Tor 



Browse 



'OK 



Cancel 



X Settings 



General Network Sharing Services Appearance ! Advanced 




Help 



QBE 



Tor Control 



• Use TCP connection (ControlPort) 



Address: 



127.0.0.1 



9051 



yotrwrife-anyword] 
from your mind 



Configure ControlPort automatically 
■ . I Use Unix domain socket (ControlSocket) 



Path: 
Authentication: 



Password 




Randomly Generate 



Tor Configuration File 



,\Data\Tor\torrc 



Browse 



Edit current torrc NOTE: this will edit the currently loaded torrc 



Data Directory 



,\Data\Tor 



Browse 



L§1 



Cancel 
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Vidalia Control Panel 



Status 



J 



.lor netted to ihe Tor network! 



Vi.ish.5 5hori;o it- 



• Stop Tar 




Setgp Relaying 



View the Met work 



Use a New Identity 



Bandwidth Graph 0 Help Ql About 
pi Message Log ^ Settngs ^Exit 



* Show this window on starts 



Exit Vidalia 



Hide 



Vidalia Control Panel 



Status 



* 



Tor is not r umng 



Vidalia Shortcut? 



Setup Relaying 



Vtew the Network 



Use a New Identity 



Bandwidth Graph 0 Help Q About 
| = | Message Log / Settngs Exit 



* Show this window on sfcartij) 



C 



Hide 



we close the tor browser and go to the torrc file 
to complete the modification that make tor 



browser more secured 
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Vidalia Control Panel 



Status 



J 



.lor netted to ihe Tor network! 



Vidalia Shortcuts 



® 

9 



-"trip T "ir 



View the Network 



Sefcjp Relaying 



Use a New Identity 



Bandwidth Graph 0 Help Q About 
pj Message Log ^ SeHrngs fefJV^ 



^ Show this windbw on startup 



Hide 



?? aq: what is the torrc file and wher i find it 
as: the torrc file is most important file 

and it have the tor bridge and setting 

you can reach it in this path 

Tor Browser\Data\Tor 



FirefoxPortable 



b 



App 



Docs 



Start Tor Browser.exe 



P 
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Vidalia 




cached-consensus 
607 

cached-descriptors.new 
NEW Jd, 
3u.il 

lock 

[twj 





cached-certs 
1G w.J 

cached-descriptors 
3,640 w. J 

geoip 
3,656 w.J 

state 
2 w.J 

torrc.orig.1 
1 JdU 

1 w.J 



IFoxit Reader 4.3, Best Reader for Everyday Use 
I mageS hackU ploader 
Internet Explorer 
Snagit Editor 
The KM Player 
Windows Media Player 
Windows Picture and Fan Viewer 
WinRAR archiver 
jjj Jl 



Notepad 



0 

H 



...^IjjLutl 
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n 



:ijJ*JI I jfc JyiS 4«lk9udtl Jj_>i ^ iS S*Li>JI >i*l 

torrc :i-iWI 



■Frail R&acfe 4_XBesJ Reodei loi E vei.yday Use 
ImageShackU ploader 
Internet E wplorer 
Snagit Editor 
The KM Player 
Windows Media Player 
V rrfovn Relate and Fan Viewer 
w'iriRAR aicPnvfci 

fUjJI 



0 

CO 








you can open it by last way 
or using notepad then click in file then withdraw then drag it in notepad 




Untitled - Notepac 
File Edit Format View Help 



the file is opened 



.This image has been resized. Click this bar to view the full image. The original image is sized 800x524 • 
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if you edit it, comments will not be preserved # 
torrc .ori g. 1 or similar, and Tor will ignore it # 

Avoi dDi skWri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory .\Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
=20029560BD88D94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 
UpdateBridgesFromAuthority 1 

UseBridges 1 




we remove this line 



^ 

UpdateBridgesFromAuthority 0 



as in next pecture 





Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
)94f942FFFED01f9632687352e6e665b348D 

Log notice stdout 

<;nrk<;l i <;TpnArHrP<;<; 177.0.0.1 






UpdateBridgesFromAuthority 1 






UseBridges 1 




< 
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Avoi dDi skwri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
)94f942FFFED01f9632687352e6e665b348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 



Upc 


ateBri c 


aesFromAutl 


lority 1 


Cut 

Copy 

Paste 


UseBridges 1 


EE 






Select Al\j 



Avoi dDi skwri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
)94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 



UdcJ 


ateBri c 


aesFromAutl 


lority 1 


Cut 

Copy 

Paste 


UseBridges 1 


Delete i 


Select AlKj 



we put this lines in the file 



StrictNodes 1 
ExcludeNodes {IL},{DE} 
ExcludeExitNodes {US} 



or this lines 





StrictNodes 1 
ExcludeNodes {IL} 
ExcludeExitNodes {US},{DE} 



any one not both 
as in next pecture 
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.This image has been resized. Click this bar to view the full image. The original image is sized 781x494 i 



GeoIPFil 
20029560BD88d94f942FFFED01f963 



SocksLi ste 



Avoi dDi skWri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 




Delete 
Select All 



vgeoi p 
iB348D 
stdout 
0.0.1 



J£J| JL 



Unicode f£*J 
Unicode f£*J jj* jljJj 



bilges 1 



.This image has been resized. Click this bar to view the full image. The original image is sized 800x524 • 

A Bridge 104.111.222.149:9001 

Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory .\Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
=20029560bd88d94f942FFFED01f9632687352e6e665b348d 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 

UseBridges 1 



{Excl udeNodes {IL} , {DE 
{ExcludeExi tNodes {US 
Ci rcui tBui 1 dTi meout 120 



V 



< 



when we finish save the modification 



.This image has been resized. Click this bar to view the full image. The original image is sized 800x567 
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5j£UI - torrc C 



Naw 
□pen... 

Reload from Disk 




Avoi dDi s 
Bridge 232.143.12 
Bridge 104.111.222 
Bridge 212.41.204 

Control Port yui>l 
DataDi rectory .\Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
20029560BD88D94F942FFFED01F9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 

UseBridges 1 

Strict NOdes 1 
{Excl udeNodes {IL} , {DE 
{ExcludeExi tNodes {US 
Ci rcui tBui ldTimeout 120( 



< 



□ JL #2 



4,627 : ^ JJull 



Note 



never touch setting option 
you will modify the tor over torrc file 



A special Information 



Aq: can I remove all ip of specific country over all tor nodes 

An: yes for example 



If i need to remove Israel from all tor nodes 



i write this code in torrc file 



Excl udeNodes {IL} 



If i need to remove other country beside israel from all tor nodes 
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i write this code in torrc file 



ExcludeNodes {IL},{DE} 



and so for every country you like to put it 

WARNING 

dont put alitle of country codes this force tor to take a speceif c path every 

time 

this link is had all county iso code 

http://www.greenbuilder.com/general/countries.html 



aq: can I remove all ip of specific country from to be an exit nodes of tor 

an: yes for example 
If i need to remove U.S.A from all exit nodes of tor 

i write this code in torrc file 

ExcludeExitNodes {US} 



"and you can write another cuntry like previuos codes "excludenodes 

aq: what is difference between ExcludeNodes and ExcludeExitNodes 
.an: ExcludeNodes is removed a country from all tor nodes 

.but ExcludeExitNodes is removed acountry just from exit nodes 

aq: can i select a specific country to partially force tor to pass it in entry 

nodes 
an : yes for example 

If i need to pass through Japan from entry nodes of tor always 

i write this code in torrc file 



Entry Nodes {JP} 



"and you can write another cuntry like previuos codes "excludenodes 
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but if you need to fully force tor pass through Japan from entry nodes of tor 

always 

i write this code in torrc file 

StrictNodes 1 
EntryNodes {JP} 



aq: can i strict my exit node to be in specific country or specific ip 

an:yes for example 

If i need to strict my exit node to be in russia 

i write this If i need to fully strict my exit node to be in russia 

i write this code in torrc f ilede in torrc file 

code]ExitNodes {RU}[/code] 

If i need to fully strict my exit node to be in russia 
i write this code in torrc file 

StrictNodes 1 
ExitNodes {RU} 



after you write the codes then save the torrc file 



! torrc - Notepad 


| File 


Edit Format View Help 




New Ctrl+N 
Open,,, Ctrl+O 


ss 127.0.0.1 
mAuthority C 




Save Ctrl + S 




Save As,,, 




Page Setup.,, 

Print., Ctrl+P 










ExcludeExitNodes {US},{IL},{E 

■4 f ." I 







then select stop tor then start tor to start using modification 



22 of 42 



07/09/1433 02:55 ? 



tor browser bundle explain english translation - p^VI £ HSffi Cilpiia 



https://178.211.43. 114/~shamikh/vb/showthread.php?t=167905 




H, Bandwidth Graph 


i^'Melp 


About 


= Message Log 


Settings 


QExit 



r~l Show this window on startup 



Hide 





/ Vidalia Control Panel 




! LH I 


-£3- 


CD 



Status 



Vidalia Shortcuts 




* 

>2> 



Tor is not running 



9 



Start Tor 



View the Network 



Setup Relaying 



Use a New Identity 



H, Bandwidth Graph 


& Help 


About 


[k= | Message Log 


jt^ Settings 


SExit 



[31 Show this window on startup 



Hide 



Note 



please write the codes in end of torrc file to be easy to remove it 



fourth step 

preparation your browser to browse Jehad fourm 



dont browse any jehad fourm except through encrypt links "https 
how i add encrypt links of Jehad fourm to f iref ox 



Al-shomoukh network fourm 
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encrypt links 



https://www.sham ikhl .info/vb 
https://1 78.21 1 .43.1 1 4/~sham ikh/vb 
other links 



.This image has been resized. Click this bar to view the full image. The original image is sized 765x77 




















>!LiJl 




jiJUil i^Ajl 







Islamic Alfidaa network 
encrypt links 

https://www.alfidaa.org/vb 
/https://www.alfidaa.biz/vb 
/https://1 24.21 7.239.1 1 0/vb 
other links 



.This image has been resized. Click this bar to view the full image. The original image is sized 800x410 













1 /https://1 1 2 . 1 37 . 1 66 .232/~f a/vb 






2 jiiflisjij 
/https://www. alfidaa.org/vb 


Jbi" 


(( ! ! ■ ,Ljo\JLt[ pS-f-fjJul IgjJijl ■ ■ ug LsjoJ 1 i_iL_jJoJI )) 


^-u^ ! ^ LJ I p>^l 


/https://www. alfidaa.biz/vb 




.c-^jt- qJUl £>9 .. ;:uijy_.j:i 9 /j^jLo^jjIg 








/http ://1 1 2 . 1 37 . 1 66 .232/~f a/vb 
/http ://www. a Ifi d a a . i nf o/vb 










[ ^jjo^sil ii^jJI ] Lgj l^jLi 




/http ://www. a I -fi d a a . co m/vb 

9 T Lji>Ljy i £9^0 1 118 jay 
Nil ^ 




. . .jo-JL^jl"; l_>_p_iijJI JLjil 


Ljliidl qJgi 1 1 w g. 




* — <■- -> - * — - ..- S 1 " t " T " " ■ ~ ~* T 


ij-tLaJJ o-^°v , - s V-^ ( 11/9 ^j-ujLuoj qjiLiJl q-^jlji ) joyJiudl ^sjoJI 

L^jjjoI jit jLg^yi 


LgjLt y Ujo A^lg jo-^ qjo^l jj-j i^j jj LsJ 1 £>aJI " bjjJIjo flji-t 

!!! bt : ..j:. 



Ansar Almojahedeen network 
encrypt links 



https://as-ansar.com/vb 
https://as-ansar.org/vb 
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https://113.20.29.51/vb 
other links 









Jajljj ^.jijl iiJUij! 






https: 113.20.29.51/vh 


Imp:. 11 3.20.29 .51 Vl> 




https://as-aiisar.coiii.vlj 


as-ansar.com/vb 


fo 


https:/; as-a usa r. o rg/vb 


as-a iisar.org/vl) 



lets start 








;s 


Tools 


Help 




Downloads Ctrl+J 
Add-ons Ctrl+Shift+A 


X 




Set Up Sijnc... 






Web Developer ► 





Page info 



Start Private Browsing Ctrl+Shift+P 
Clear Recent History... Ctrl+Shift+Del 



Options . 



Iff 



Options 



0 



General Tabs 



Content AppScatiora Privacy 



General Network Upde(e f.na< 



Protocols 

0 UseSSLSO 



Certifij 

WhenlTTerver requests my [>ef?lJH8 catfcata: 
O S-Acl one- auiomsJica^ 0 Ask me evety (me 




0 UseTLSl O 



View Certilicaiej Revocodon Lias Vakdaiicn Secuiln Devices 



n 



Security Sync Advanced 




0* 


Cancel 




Help 
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* Certificate Manager 



'□Jfx 



Your Certificates People Sec* 


as Authorities Diners 








You have certificates on lite 1 


wl identity these servers: 










Certificate Name 


- - ■ T V 


Ueime 


Expnes Dn 








- The USERTRUST Ne$5] 














addons, moziteoig 




Peirftarient 


13/05/1435 










global trustee 


■ 


~ .--I', vviV 


13/05/1435 










kuiw.de 






13/05/1432 










login live com 


H 


Peimaner* 


1 3/05/1 435 










login ikj)p#, com 


M 


Fejmarwm 


13/05/1435 








1' iyin y.jt i.j.j ..:.jm 


H 




13/05/1435 










loqirt.whoo.com 


■■ 


"vi'i j- >:-:>■ 


13/05/1435 










loginyahoo com 


- 


FeifMrwrt 


1 3/05/1 435 










mail nnnnEe mm 




PAiirtAiwri 


13/05/1435 




y 
















tfew„ |£dM Trust 


| im»t~ 


Export- 


Add Exception... 















OK 



Add Security Exception 



You aie about lo oveiiide how Aurora identifies Bits site. 

Legitimate banks, stores, and other public sites will not ask you to do this. 



Server 
Location 



Certificate Status 




write encrypt links here 



ermanenfly store Ihtj exception 

Cancel 
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Add Security Exception 



You ate about lo oveiiide how Aurora identifies this sit e. 

Legitimate hanks, stores, and other public sites will not ask you to do this. 



Server 
Loc ation 






httpu/Zt 60 235.1501 ^shanAn/vfct 


| Ge' jyrrtificate 


Certificate Status — ^ 



?rman*ntly 



Cancel 



Add Security Exception 



You are about lo override how Aurora identifies this site. 

Legitimate hanks, stores, and other public sites will not ask you to do this. 

.1 i 



Server 



Location https:>/1 90 235150 135/~shamkh/vb 



Get Certificate 



Certificate Status 

This site attempts to iotentfy it sell with wv/M mfonrtalian 
Wrong Site 

Certified belongs <q a dUferery site. whe*i :oUc inacaie an nJenTfiJ theft 
Unknown Identity 

Certificate is not trusted, because 1 hatnl been verified by a recognised authority. 



View.. 



0 Eeffrwientry slofe this exception 



Confirm Seci:ii]^Lv« 



eption 



Cancel 
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* Certificate Manager 



njfx 



Your Certificates People Servers Authorities Oihers 



You have certificates on lite that identify these servers: 



CestiFicate Name Seivei 




melius 


EKpiies Dn 


BS 


- II Inknniwnl 










(Mot StoredJ 1 130 235150 135 


J Feigner* 






□ The USERTRUST Netwa 


addons, rrwsilti.ojg 






13/05/1435 




global trustee 




Fefnanert 


13/05/1435 




kuix.de 




Feimarwm 


13/05/1432 




i' w I'v- *u'p 1 iv : , Fei'i f 

logiryikype.com III In '^eiir*ieft 


13/05/1435 
13/05/1435 




login, yahoo, corn \ fyatf 
lonin urthnn cnm * 


Femr-ariert 

F'pJITiArWrJ 


13/05/1435 
1.1/057143*; 


y 



Imports Cjeitie 



Add Exception.. 



OK 



do the same with other encrypt links 



* Certificate Manager 



Your Certificates People Servers Authaities Othere- 



You have certificates on lite that identify these sef vers: 



Certificate Name 


Seiwei 


Uetime 


Expires On i 


- [Unknown] 






* 


(Not Stored] 


1S023515O135443 


Permanent 




(Not Stored} 


112137166 232443 


P«*mariertt 


(Not StoredJ 


www.af idu biz ^4 3 


Petmanerrt 




(Not Stored! 


fivifi sharai.hl n)o 443 


Pear lani i i 




(Not Stored! 


vwn. efidaaorg; 443 


Pwwriemt 




8 The USERTRUST Net**t>, 








addons. moiirb.«g 


:t 


Ptfroament 


13/05/1435 


global trustee 




Pemwmertt 


1 3/05/1 435 


kuiv Hp 




P«fiMnp.nt 


13/05/143? 





1* Tiurt 




Id 


JML 




fcefcie. 





Add Exception... 



the //nfes /s pc/f 



0K 



Certificate Manager 



Your Certificates People Servers Authoiities 0!hers 



You have certificates on lite thai identify these servers 



Certificate Name 




Uetirfie 


Expires On 




- [Unknown] 










(Not StoredJ 


180235150.135443 


Permanent 






(Not Stored! 


112137166232443 


Permanent 






(Not Stored] 


wem alidu be 44 3 


Peimanent 






(Not Stored) 


MNM.fhdn4.hl rio 443 


Permanent 






(Not Stored] 


wvm.4lid44org443 


Permanent 






El The USERTRUST Net«a.. 










addons. mosirJa.otg 




Permanent 


13/05/1435 




global trustee 


- 


Permanent 


1 3/05/1 435 




IciJBtftA 


H 


Ppmunnnt 


13/05/143? 











IrjjpDiL 


fc**e 


Add Exception... 



HE 
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********* 



fifth step 
looking up for bridges 
not available in english 



sixth step 
filtration bridges 



the bridge is most danger node in tor circuit 

the bridge recive the encrypt traffic from our pc 

and it know our real ip 

the traffic have the nodes will pass over it and final distination (jehad 

fourm 

the encrypt traffic is encrypt by multi keys 

the danger when the traffic pass over Intelligence bridge 
then he may decrypt it and know the final distination 

the isp provider cant know what is ******* of traffic 

but he can watch the tor gates 

now we can control bridge that put in tor setting 

you can check it by 

ipnetinfo 

http://www.nirsoft.net/utils/ipnetinfo.zip 



in the fact i cant know where is Intelligence bridge 

but you can remove 
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Israel 

America especially Vergin state 
Germany 
Britain 
China 

after you download the program and extract it 
you can put bridge in it 

Here are your bridge relays: 

bridge 82.241.248.241:9001 MJ 
bridge 50.51.21.198:443 ^"*^ 
bridge 95.74.198.151:443 

Bridge relays (or 1 'bridges 1P for short) are Tor relays that aren't listed in the 
connections to all the known Tor relays, they probably won't be able to bh 



Here are your bridge relays: 



ridge 


82 


.241. 2<j 


ridge 


50 


.51.21 


ridge 


95 


. 74 . 19l| 



Copy 
Select All 

Search Googlefor ''bridge S2.241 .2.. 
View Selection Source 



Bridge relays (or "1 
connections to all tl 

Switch Page Direction 

To USe the above H: V Download with ID M 

3^ Download FLV video with IDM 

Configuring more tl <■£ Download all links with IDM 

|§) IMoScript 



» C hoose [ P Add resses 



Type a single IP address or multiple IP addresses separated by commas, spaces, or CRLF. You can also 
paste the message headers from your email software, and the IP addresses will automatically be extracted 
from them. 



bridge 82.241.248.241:9001 
bridge 50.51.21.198:443 
bridge 85.74.198.151:443 



(3) copy the bridge here 
to check it 



[V] Automatically use the right server according to IP address 
W\ Resolve IP addresses 
10 Convert host names to IP addresses. 
rH Load only the last IP address. 
7J Pause for 



30 



Seconds After retrieving 10 



IP addresses 














Paste 




Cancel 




Clear 
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@> IPNetinfo 


File Edit View Help 






|ip#IBy^^&D-j| 




(5) 


Order IP Address 


Status 


Country 


# 1 32.241.248.241 


Succeed 


France 


• 2 - I*- 50.51.21.198 


Succeed 


USA - New York 


95.74.198.151 


Succeed 


Italy 





you can remove USA bridge 
and take others 



seventh step 
how i add bridge to tor 
to put bridge in tor setting 
you have to write bridge in torrc file directly 



dont write it in vidalia interface 
let we suppose have this bridges 



bridge 125.32.87.65:9001 
bridge 25.36.47.124:443 
bridge 98.25.36.187:9000 



this bridge is filtered 

copy it and past it in torrc file 

remove the old bridge 

it, comments will not be preserved # 
)r similar, and Tor will ignore it # 

Avoi dDi skwri tes 1 

Fl 



Geo 

71586BB0C38A6 



Bridge 43.32.149.165:900 
Bridge 144.65.54.32:8080 
B ri A "" ~>-* c 1->B rA . 148 : 9001 



)lPort 9051 
.\Data\Tor 

i\Tor\geoi p 
L1399F1649D 
:ice stdout 



Cut 

Copy 

Paste 



Delete 



Select Al 
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bridge 125.32.87.65:9 
■bridge 25.36.47.124: 
Bridge 98.25.36.187:9 


003 
443 
OOC 


Cut 






Pasts d™^ 
Delete ^ — ' 
Select All 



Style token ► 



paste the new 



it, comments will not be preserved # 
)r similar, and Tor will ignore it # 

Avoi dDi skWri tes 1 



Co 

DataDi rect 
GeoIPFile .\ 
71586BB0C38A6566E0FFA4I 

Log 



Cut 
Copy 



Paste 



Select All 



Unicode Jtjt-'i 
U nicode f£aJ jj* 5 lj Jj 

SocksLi stenAddress ±z/.u.u.l 



1 
r 

P 
D 

lit 



< 



it, comments will not be 
)r simi lar , and Tor wi 11 



5 - torrc P 



CtrkN 
Ctri+0 
Ctrl+S 



New 
Open... 
Save 
Save As., 



{5 



Page Setup.. 

Print... 



Ctrl t P 



Avoi d 
bridge 12 5.3 
bridge 25.3 ^ 
bridge 98 . 25 . ju . ±o/ . juuu 



Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 



start tor browser 
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Vidalia Control Panel 



Status 

Loading network. st v 



Vidalia Shortcut* 



® 



Stop Tot 



view the Netwert 



Setup Relaying 



Use a New Identity 



B, Bandwidth Graph |> Help 0 About 

[=J Message Log y 5e»trQ$ Exit 



^ Show this winoVav on startup 



Hide 



Vidalia Control Panel 



Status 



4 



Zomectedto Lhe Tor network! 



Vidalia Shortcut? 



® 



Stop Tqi 



View the Netwwk 



SetMP Relaying 



± 



Use a New Identity 



H, Bandwidth Graph 0 Help ^ About 
I = . Message Log / S«*rngs Exit 



V Show this window on startup 



Set up a relay and help t-? art: <yow 



Hide 



not required a place for bridge in torrc file 
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may be in first or middle or end of file 
not important 



the important the bridge is writed in torrc file 



□ #3 



4,627 : olS jtSuJI 



additional 



the browser come with tor browser 



it have n o s c r i p t add on 
and https any where add on and 



tor button add on is combine with this browser 



the tor button add on is more developing any other version 



we start with 



n o s c r i p t add on 
i forbid all scriopt globally 



Q torproject.org https: //check.torproj 



'i^ ForbidSMgts Globally (advised) 



n 



Option* 
About NoScript 2.1. 2. 7.. 



Ul 



then i allow for any website i need to jave to be active 



like 



Al-shomukh Network fourm 



https://1S0.235.15rj.135/~shamikh/vb, 



©Allow https:/ijggL235.150.135 



S; Allow http://shaLJl .info 
& Allow Scripts Globally (dangerous) 
Options... 

About NoScript 2.1.27... 
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s □ 



https://1 SO. 235. 1 50. 1 35/~shamikh/vb 



($) Forbid https://180.235.150.135 



© Allow http://shamikh1 .info 



S? Allow Scripts Globally (dangL k) 

Options... 

About NoScript 2.1.2.7... 



m 




we go to 
tor button add on 

we start with 
new identity option 
this is for remove all an unprotectes ******s and close all opened tabs 















Cookie Prater 



Preferences... 
About Torbutton... 



protection cookie option 
it control c o o k i e s in browser 



@ 



Go to a Web Site 



T 







Prf 

Aboil 


Trices... 
"orbutton... 



and you can remove cookies and protect it from removed 
if the c o o k i e is false so it unprotect so i can delete it 
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Manage Cookie Protections 



Protected 



Hast 



Path 



false 


130 23&150135 




/ 


false 
false 


180=236,150,135 
160235150135 


q@@@HH_ 


/ 
I 





Protec^fookis 




Unprotect Cookie 


Remove Cookie 


Remove M Btf Psoiected 



0 Ptolett Cookies 

O DoNolProftct New Cooks* 



Cancel 



cookie can be 
removed 

if the c o o k i e is true so it protect so i cant delete it 



Manage Cookie Protections 



ftetacted 



false 
false 



Host 

google;, cam 



rUme 

PREF 



PaMi 



true 



google com MfP / 
130,235150135 q@@@HH / 



130 235150135 q@@@HH.. / 



130.235150.135 a/a@@HH. / 



Remove Al But Pictetied 



0 Protect New Cookies 

O Do Nol Protect New Cookies 



OK 



■heal 



cookie unprotected 
cookie protected 



the protected c o o k i e i can deprotected it and move its situation to false 
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Manage Cookie Protections 



:ted 



Host 



N anre 



180.235150.135 q@@<i " .' 
180235150 135 .q@a@HH / 



true 1 
true 1 
true 1 


BO 235-150135 q@@@HH_ / 
B0, 235. 150. 135 g@@@HH_ / 
30,235.150.135 g@@@HH_ / 






Unprotect Cookie 




Remove Al Protected 


0 Protect New Cookies 

0 Do Not Protect New Cookies 



C-srtst 



select cookie 



select cookie then i choose unprotect cookie 



Manage Cookie Prelections 



Protected 



Heel 



Name 



Path 



true 


180335150135 






■ true 


160235.150 1 35 




~r 


true 


180235,150135 






m ie 


180235 150135 


q@@@HH.. 




true 


160235.150135 


q@@@HH,. 


i 



nptOlet i 



Remove Al Q 




0 Protect New Cookies 

O Do Nd Rotect New Cookies 



OK 



Cancel 



Manage Cookie Protections 



— Protected 

false 
faise 
T il e 
in lr 
true 



Host 



Name 



Path 



180.235150.135 q@@@HH_ / 
180.2.35 1 50.135 ^i&gm / 
180 235150135 q@@@HH_ i 
180.235 1 50 1 35 q@@@HH . / 
180.235 150,135 q@<»<SHH.. / 



Protect Cookie 




Remove Cookie 


Remove AM But Protected 


0 Protect Hew Cookies 

Do Not Protect New Cookies 



OK 



lav:? 



situation is turn 



and the unprotected c o o k i e i can protected it and move its situation to true 



37 of 42 



07/09/1433 02:55 ? 



tor browser bundle explain english translation - pX^VI £ HSffi 



https://178.211.43. 114/~shamikh/vb/showthread.php?t=167905 



Manage Cookie Protections 



Protected Host 



Name Path 



180.235 150.1 "35 q:S>@<aHH.. / 
180.235 1 50.135 q@@@HH... / 
180 235.150.135 q@@@HH... / 
180.235.150.135 q@@@HH.. / 

ieo 235 ii»f»'"cii©ieHH_ / 



Protect Cookie 



Remove Cookie R amove AM B ut Protected 



0 Protect New Cookies 

O Do Nol Protect New Cookies 



Of __j | C-mee 



- / select 
Aishomoukh cookies 



select cookie then i choose protect cookie 



Manage Cookie Protections 



Protected 


Hot* 




Narna 


Path 


false 


802361501 






H... / O 


false 


60235-1501 


35 






false 


80235-1501 


35 




HL / 


false 


80235.150" 


35 




H t 


lain 


80,235.1 5TT 










fleFno+-Jbokie 



Remove AJ :Btf Piotected 



0 Plolect New CoofcueJ 

O Do Not Praleci New Cookies 



I Oft 



Cancel 



Manage Cookie Protections 



-Pwtqcted 

false 
lalse 



Host Mm* PaMi 

google, com PftEF / 

google com NIP 

180 235150135 q@@@HH / 



180 235150135 qia@@HH. 



180.235150.135 g@@€>HH. / 



IJnrjrg^. L kI r 



Remove All But Protected 



0 Protect New Cookies 

O Do Not Protect New Cookies 



C*wel 



cookie unprotected 
cookie protected 



the protected cookie cant be deleted 



38 of 42 



07/09/1433 02:55 ? 



tor browser bundle explain english translation - p^VI £ HSffi 



https://178.211.43. 114/~shamikh/vb/showthread.php?t=167905 



Manage Cookie Protections 



Name =i • 




Unprotoct Cock* 



0 Pvotecl New Cookies 

Dn Nor Protect New Cockier 



1 QK J | Caned | 



protected cookie 
cant be removed 



the unprotected c o o k i e can be deleted 



Manage Cookie Protections 



EwUcted Host 



false 



Name Pa* I". 



iaa attorn -re T iyapnn y 




Remove All But Piofedcti 



0 Protecl New Cookies 

O Do No* Protect New Cookies 



OK 



unprotected 
cookie can be 
removed 



Practical application 
on c o o k i e and new identity option 



Manage Cookie Protections 



□ 



Protected 



Host 



false 
false 



google com 
googje com 



Name 
TftPf— 



Petti 



180 235150.135 q@@@HH_ / 



false 
false 



180. 235. 150. 135 
180.235.150.135 



Protect Cookie 



Retinove Cookie 



Remove All Bui Pr iitected 



0 Protect New Cookies 

O Do No! Protect New Cookie* 



W J | Cam! 



google cookie 



Alshomoukh cookie 



we have tow cookies 
Alshomokh and google 



39 of 42 



07/09/1433 02:55 ? 



tor browser bundle explain english translation - p^VI £ HSffi 



https://178.211.43. 114/~shamikh/vb/showthread.php?t=167905 



Manage Cookie Protections 



Protected 



Host 



Name 



180.235 150.1 "35 q:S>@<aHH.. / 
180.235 1 50.135 q@@@HH... / 
180.235 150.135 q@@@HH. / 
180.235.150.135 q@@@HH.. / 
1 M'235 150 Y»'"qi©ieHH_ / 



Protect Cookie 



Remove Cookie R emove AM B ut Piotecled 



0 Protect New Cookies 

O Do Not Protect New Cookies 



0t 



Cared 



/ select 



Alsl omoukh cookies 



Manage Cookie Protections 



Protected 


Hos< 


H ar .ie 


Path 




false 


180235150135 


q@@@HH... 


/ 




false 


180-235.150135 


q@@@HH_. 


/ 




lal.r- 


180335150135 




/ 




lalse 


180235 150135 


q@@@HH 


/ 




[lake 


180235.150135 




I 





okie 



Remove Al Btf Protected 



0 Piotect Mew Cookies 

O Do Nd Rotecf New Cookies 



OK 



Cancel 



Manage Cookie Protections 



-Pfetqpted 

false 
false 



Host 

google.com 



PREF 



google, com NtD / 
130 235150135 o/^O^HH / 



1235150135 trta@H3HH„ / 



180.235150.135 o^MSlHH.. / 





Urpotect Cock* 




Remove Al But Protected 



© Protect New Cookies 

C Do No! Protect New Cookies 



OK 



an -I 



cookie unprotected 
cookie protected 



40 of 42 



07/09/1433 02:55 ? 



tor browser bundle explain english translation - p^VI £ HSffi dtpiia 



https://178.211.43. 114/~shamikh/vb/showthread.php?t=167905 



Manage Cookie Prelections 





Protected 


Host 


Name 


Path 


false 
false 
true 


google, com 
90or^o.com 


PPEF 
NID 

q@@@HH.. 


I * 

/ 
/ 


true 


160235150135 






(rue 


180235150135 




/ V 



Unotoleti Cook* 



Ftenwve Al Btf Pioiectcd 



0 Prdstl New Coot: its 

O Do Not Protect N^CooLej 



Cancel 



* 






















Cookie Proter Is 
Preferences... 
About Torbutton... 





Manage Cookie Protections 



-Eiatected 



true 
true 

true 
in ir 



Host Name Path 

180.235.150.135 q@Ka@HH.. / 
160.235.150.135 q@@@HH_ i 



180.235150,135 q@@@HH / 
180.235 1 50 1 35 (*@.&@HH t 



Unprotect Cookw 



Remove All Bui Prelected 



0 Piotecl NewC«ki*4 

Do Not Protect New Cookies 



OK 



C 3'n el 



/us* protected 
cookei stay 



\P>1 U& « 1 J_IAJfcS ^ 



1 [SI 



^ - A ^ ^ ^ U / B 



Linux .j-^J 



You may post new threads 



41 of 42 



07/09/1433 02:55 ? 



